
Privacy Policy 

 
Virta cares about your privacy and would like you to be familiar with how we collect and 
process information about you. Virta’s application management system is a service of 
Liikennevirta Oy. The application management system allows you to apply directly to vacancies 
at Liikennevirta Oy as well as Virta SARL, Virta International GmbH, Virta Ltd - UK, Virta Nordic 
AB. 
The protection and legally correct collection, processing, and use of your personal data are 
important for us. In order for you to feel safe when completing and sending us your online 
application, we comply with all legal data protection requirements when handling your 
application. 
Please read the following information about our data protection regulations: 
 

1. RESPONSIBLE ENTITY - Controller 

The entity responsible for collecting, processing, and using your personal data in accordance 
with data protection law is the Liikennevirta Oy, Energiakatu  4, 00180 ,Helsinki - Finland. 
 

2. COLLECTING, PROCESSING, AND USING YOUR PERSONAL DATA 

2.1. PERSONAL DATA 

Personal data means any information that relates to an identified or identifiable individual 
person. This includes your name, your telephone number, your address, your picture, as well as 
other application data that you share with us in the course of your application. 

2.2. HOW DO WE COLLECT YOUR PERSONAL DATA 

For the purposes of managing your online application, we collect, process, and use your 
personal data that you have disclosed to us via the online application form or by sending us 
your CV. In general, you decide yourself which data you are willing to enter and share with us. 
The minimum required fields to fill on the application form are first name and surname, email 
address, phone number, address and in some positions, we might require also some additional 
information. However, if you do not provide us your personal data relevant to the application 
process, like data on your education or employment history, we may not be able to process 
your application or assess it properly. In your application, you may provide us a link to your 
profile on Linkedin or similar job sites or social media sites. We also receive personal data from 
you in the interviews that we hold where we discuss your background and profile.  
Where necessary for a particular position and in accordance with the law, we may ask you for 
data relating to some data that can be considered sensitive. If you provide us with this 
information, we will handle this information responsibly and we will need your explicit consent 
to process it.  
Whenever you access the online application form, your internet browser will transmit user data 
that is stored in so-called server log files. The stored data includes the following details: The 
data and time of the visit, the name of the accessed page, your IP address; referrer URL (the 
URL from which you access the Virta application site), the amount of data transmitted, as well 
as product and version details of your browser.  



We use Google Analytics, which uses Cookies and similar technologies to collect and analyse 
information about the use of the website and report on activities. Google Analytics may also 
collect information about the use of other websites and apps. You can find out more about 
Google’s practices here. 
If you disclose any personal data relating to other people in your application, you represent that 
you have the authority to do so and that you permit us to use this information in accordance 
with this Privacy Policy.  
Sometimes we proactively look for candidates for our open positions online and may then 
obtain your personal information from sources like LinkedIn or other sites where you have 
published your profile, developer platforms, or general online search. We may then store some 
of your data (like name, contact information, link to your profile) in our database, and contact 
you to inform you about our open positions. If there will be no match at that point, we will ask 
you whether you would like us to keep your data in our talent pool (see point 2.4) and stay in 
touch with us about future open positions that may fit your profile. 

2.3. HOW DO WE USE YOUR PERSONAL INFORMATION, DATA DELETION 

We collect and process the personal data about you in order to process your application and 
assess your application against our open positions, (Art. 6 (1) (b) GDPR). This also includes using 
the data to contact you.  
We may also use personal data about you for our legitimate business interest (Art. 6 (1) (f) 
GDPR), including to send you the satisfaction survey pertaining to the application process, for 
improving or modifying our services and operating our activities. We are interested in finding 
the right candidates for our company and we assume that if you made your data public for 
example on a job site, it is reasonable to expect that you are happy to be informed about 
positions that my fit your profile.  
Your data will be transmitted to the HR department in charge in an encrypted form. We will 
share your information with the persons in charge of departments with vacancies or other 
functional areas that fit your applicant profile. (Art. 6 (1) (f) GDPR).  
In cases where you provided us with sensitive information, we will need your consent to 
process this information (Art. 9 (2) (a) GDPR).  
In some cases, we may be legally required to process data about you or use your data to help us 
establish or defend against legal claims.  
For storing and handling your application we use a service provider BambooHR.   
Your application will usually be deleted automatically six months after the end of the 
application process. In some cases, we may need to keep the data up to six months after the 
recruitment for a particular position has ended. After this time, your data will be deleted. You 
can always request us to delete your data by sending a mail to: career@virta.global. Please 
note that doing so means that you are withdrawing from any still on-going application 
processes.  

2.4.  TALENT POOL 

Upon invitation by our recruiting team, you have the option to agree to the storage of your 
personal data for our talent pool after the completion of the application process. Should you 
wish to use that option, your data (like contact information, qualifications, years of professional 

https://policies.google.com/privacy
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experience, etc.) will be stored by us for a period of 12 months.  You can find more information 
about BambooHR Terms of Service here. 
After the end of the 12-month period, your data will be deleted automatically unless we ask 
you whether we may store your profile and contact information for another period of 6 months 
and your consent to that.  Otherwise, or in case that you don’t consent to the continued 
storage of your data, we will delete your data automatically. You can always request us to 
delete the stored data by sending an email to career@virta.global.  

2.5. SERVICE PROVIDERS AND CROSS-BORDER DATA TRANSFERS  

We use Service Providers to process your personal data. We choose Service Providers with due 
care to make sure that your data is properly stored and handled.  
For our application management, we use the services of Bamboo HR LLC,  335 South 560 West 
Lindon UT 84042 ("BambooHR"). For this purpose, your data is being stored and processed on 
servers of BambooHR, located in Ireland, which use biometric authentication, key card access 
controls, and constant video surveillance to protect the servers that store customer data. The 
data center has a Network Operations Center (NOC) that is staffed 24/7. 
You can read more about BambooHR Privacy Policy here. 
For our talent pool management and management of contacts with candidates that we look for 
proactively, we use also the services of LinkedIn Corporation,1000 W Maude Ave, Sunnyvale, 
CA, United States.   
You can read more about LinkedIn Privacy Policy here.  
If you participate in the recruitment process for a software development position, you will have 
an technical assignment as part of the recruitment process. To do the assignment we use the 
Qualified tool. You can read more about Qualified Privacy Policy here. 
We are not transferring your data outside the EU or EEA. We have put in place adequate 
measures adopted by the European Commission to protect your personal data. 

2.6. SOCIAL PLUGINS 

Social media functions may be integrated into Virta’s services. These may include messenger 
services and so-called social plug-ins or social logins, such as “login with Facebook”. If you 
activate or use these functions and are a member of the relevant social network, we may 
receive data from their respective operators which allows us to identify you. We usually receive 
the following data from social networks: 

• your public profile information (e.g. name, profile picture) 

• Information on the type of device you are using 

• the account ID of your profile with the relevant network (e.g. Facebook ID) 

You can find more detailed information in the relevant providers’ terms of use and privacy 
policies. Please also take into account the notice on the processing of social network data in 
connection with social network functions. 
Virta currently uses Facebook’s Messenger service and social plug-ins/logins from the following 
social networks:  

• Facebook Inc., 1601 S. California Ave, Palo Alto, CA 94304, USA (“Facebook”). You can 

find the link to Facebook’s Data Protection Declaration here: Facebook’s privacy policy. 
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• Twitter Inc., 795 Folsom St., Suite 600, San Francisco, CA 94107, USA (“Twitter”). You 

can find the link to Twitter’s privacy policy here: Twitter’s privacy policy. 

3. SECURITY 

All of your data transmitted to us is encrypted in transit (TLS encryption). Suitable technical and 
organizational measures are in place to ensure that your personal data is handled confidentially 
and securely in accordance with the legal requirements. Only persons with validated need have 
access to the data. 
Manual data shall be stored in locked space to which only appointed persons have access 
to.Personal data processed digitally shall be protected and stored in the Company’s information 
system to which only persons who need such information for the performance of their work 
tasks have limited access to. Such persons have personal user identifications and passwords. 
Personal data transmitted outside the Company shall be kept confidential. 
 

4. UPDATES TO THIS PRIVACY POLICY 

Further development of our websites and apps and the implementation of new technologies to 
improve our service for you, may require changes to this privacy policy. We therefore 
recommend that you re-read this Data Protection Declaration from time to time. 
 

5. HOW CAN YOU ACCESS, AMEND OR TAKE BACK PERSONAL DATA? 

You have the following legal data protection rights under the relevant legal conditions: Right to 
information (Article 15 GDPR), right to deletion (Article 17 GDPR), right to correction (Article 16 
GDPR), right to restriction of processing (Article 18 GDPR), right to data portability (Article 20 
GDPR), right to lodge a complaint with a supervisory authority (Article 77 GDPR), as well as the 
right to object to particular data processing measures (Article 21 GDPR).  If you have given 
consent for the processing of your data, you may withdraw it at any time. Withdrawal has no 
effect on the admissibility of the processing of your data which took place before the 
withdrawal. 
 
6. CONTACT INFORMATION 
If you have any questions regarding this Privacy Policy or our handling of your data, please 
contact our Data Protection Officer. 
Data Protection Officer 
Liikennevirta Oy 
Energiakatu 4 

00180 Helsinki 
Business ID: 2588986-2 
E-Mail: jussi.ahtikari@virta.fi 
 
Each Applicant has the right to file a complaint to the supervisory authority concerned or with 
the supervisory authority of the EU member state where the Applicant has his or her residence 
or job if the Applicant considers that the Company has not processed his or her personal data in 
accordance with  

https://twitter.com/en/privacy
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7. REGULAR DISCLOSURES AND TRANSFERS OF PERSONAL DATA 
Personal data may be disclosed to recruitment consultants and recruitment companies who are 
in a contractual relationship with the Company and are bound by confidentiality obligation. 
Virta doesn't share your data with Dropbox or Microsoft but we store it in systems operated by 
them. 
Personal data shall not be disclosed to any third parties that have no relation to the matter e.g. 
for the purpose of direct marketing or some other similar purpose. 
The Company co-operates with the following partner and subcontractor at the moment: 

• BambooHR 

• Microsoft 

• OneDrive (sharepoint) 
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